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BEFORE THE COURT:  

DOES FORCED DISCLOSURE 

OF ENCRYPTED FILES VIO-

LATE THE FIFTH AMENDMENT? 

 

By Jeffrey Brown1 

 

 In an ongoing Colorado case involving 

fraudulent real estate transactions, the U.S. Depart-

ment of Justice seeks to force the defendant to pro-

vide her encryption password or otherwise provide 

the data in an unencrypted format. Defendant 

Ramona Fricosu argues that it would violate her 

Fifth Amendment right against self-incrimination. 

 The issue comes down to the proper analogy 

for the passphrase. Is it like a key or fingerprint, 

which can be compelled, or would it be considered 
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testimony? The U.S. Supreme Court has suggested 

that it is permissible for a witness to be ―forced to 

surrender a key to a strongbox containing incriminat-

ing documents,‖ but it is likely unacceptable to be 

―compelled to reveal the combination to a wall 

safe.‖ Doe v. United States, 487 U.S. 201 (1988). 

 The government applies the former analogy 

to find that Fricosu should be forced to provide the 

data because the password is like a key. The defen-

dant’s brief asks, ―If agents execute a search war-

rant and find, say, a diary handwritten in code, could 

the target be compelled to decode, i.e., decrypt, the 

diary?‖ 

 The Supreme Court has held, ―The act of pro-

duction’ itself may implicitly communicate state-

ments of fact. By producing documents in compli-

ance with a subpoena, the witness would admit that 

the papers existed, were in his possession or con-

trol, and were authentic.‖ United States v. Hubbell, 

530 U.S. 27 (2000). While Hubbell did not concern 

passwords, its holding has been very influential in 

password cases. Several courts have considered 

this situation. 

 The government argues that the proper case 

for application is Boucher. Here, the government 

found filenames that appeared to be child pornogra-

phy on defendant’s computer. In re Grand Jury Sub-

poena (Boucher), 2009 U.S. Dist. LEXIS 13006 (D. 

Ver. 2009). However, the images were encrypted so 

they sought disclosure of the password. The court 

ordered Boucher to provide an unencrypted version 

which he ultimately did. 

 Distinguishing Fricosu’s situation from 

Boucher, the Electronic Frontier Foundation (EFF) 

noted in its amicus brief that the government does 

not know what files are on the laptop or where they 

might be located. In Boucher, law enforcement or-

dered production of specific files they identified to 

be child pornography. 

 In United States v. Kirschner, the court held 

that the defendant could not be compelled to dis-

close his password under the Fifth Amendment. 

2010 U.S. Dist. LEXIS 30603 (E.D. Mich. 2010). 

However, the government distinguishes Fricosu’s 

situation because they are not simply requiring dis-

closure of the password. Instead, they are allowing 

the alternative of allowing her to provide a de-

crypted copy of the files. 

 The EFF argued that forcing Fricosu to pro-

vide the password or unencrypted files ―would be an 

admission that she had control over the computer 

and the data stored on it before it was seized from 

her residence—which are critical admissions,‖ and 

would therefore violate her Fifth Amendment rights. 

 The government also argues that because 

they are willing to grant ―act of production immu-

nity,‖ Fricosu’s constitutional rights are properly ad-

dressed. The EFF suggests that the proposal does 

not protect Fricosu unless it extends to evidence on 

the laptop that will be obtained from disclosure of 

the password. The government is only offering im-

munity for the actual disclosure, rather than the evi-

dence that will be found as a result. In Kirschner, 

the court held that providing immunity for this pur-

pose alone does not sufficiently protect the defen-

dant. 

 In its brief, the government also makes a 

public interest argument, suggesting that to allow 

Fricosu to withhold her password would allow crimi-

nals to avoid prosecution simply by encrypting their 

data.  

  

1Jeffrey Brown was a summer 2011 intern at NAAG’s Cy-

bercrime Project.  He is a third year law student at the 

University of Mississippi School of Law.    
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SEARCH AND SEIZURE OF 

DIGITAL EVIDENCE CONFER-

ENCE SCHEDULED FOR  

NOVEMBER 
 

 If you or another attorney in your office is 

working on cases involving digital evidence, then 

consider attending the conference on ―Search and 

Seizure of Computers and Electronic Evidence,‖ to 

be held on November 15-16 at the University of Mis-

sissippi School of Law in Oxford.  The conference, 

hosted by the partnership between the National As-

sociation of Attorneys General Training and Re-

search Institute (NAGTRI) and the National Center 

for Justice and the Rule of Law (NCJRL) at the Uni-

versity, will cover such topics as warrants for digital 

evidence, Fourth Amendment concerns and war-

rantless searches.  There is no registration fee for 

Attorney General Office attendees, and NAGTRI will 

pay travel expenses for all attendees accepted.  A 

copy of the agenda is attached to this e-newsletter.  

For more information, contact Hedda Litwin, Cyber-

space Law Counsel, at (202) 326-6022 or hlit-

win@naag.org.  Be sure to watch your email for reg-

istration materials.   

 

COMING SOON TO A COM-

PUTER ON YOUR DESK 

WEB BROWSING 101 

 

 MARK YOUR CALENDAR!  ―Web Brows-

ing 101,‖ the first in a series of six webinars, will be 

presented during the last week of October.  The We-

binar, a part of the partnership between the Na-

tional Association of Attorneys General Research 

and Training Institute (NAGTRI) and the National 

Center for Justice and the Rule of Law (NCJRL) at 

the University of Mississippi School of Law, will be 

approximately 75 minutes.  The Webinar will ad-

dress the World Wide Web and browsers (HTTP and 

URLs), IP addresses and tracking, servers (physical 

function and questions of jurisdiction) history, cook-

ies, cache, searches and saved passwords – all of 

the foundation needed for handling Internet-based 

cases. The presenter will be Don Mason, Associate 

Director at NCJRL and Associate Professor of Law.  

Watch your email for registration materials, and for 

further information, contact Hedda Litwin, Cyber-

space Law Counsel, at (202) 326-6022 or hlit-

win@naag.org. 

           

ATTORNEYS GENERAL 

FIGHTING CYBERCRIME 

 

ARIZONA 

 Attorney General Tom Horne’s Office was 

awarded a $50,000 grant to better address the 

rights and needs of identity theft victims by expand-

ing and improving the outreach and capacity of vic-

tim service programs.  The grant was awarded by the 

Office of Victims of Crime at the U.S. Department of 

Justice, through the Maryland Crime Victims Re-

source Center, Inc.  Attorney General Horne’s Office 

will create a community-based coalition dedicated to 

educating the public on safeguarding their identity 

and reporting suspected identity theft and to train-

ing law enforcement on how to best respond to iden-

tity theft victims. 

 

ARKANSAS 

 Attorney General Dustin McDaniel’s Cyber 

Crimes Unit agents arrested Richard King, who is 

charged with 20 counts of distributing, possessing 

or viewing matter depicting sexually explicit conduct 

involving a child.  The agents had previously exe-

cuted a search warrant at King’s residence and 

seized a laptop computer, later finding multiple im-

mailto:hlitwin@naag.org
mailto:hlitwin@naag.org
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ages of child pornography on that computer during a 

forensic examination at the Unit Forensics Lab.  King 

admitted that he had downloaded approximately 15 

child pornography videos.  The Scott County Sheriff’s 

Office participated in the arrest.  Assistant Attorney 

General Bart Dickenson has been appointed as a 

special prosecutor on the case. 

 

CALIFORNIA 

 Attorney General Kamala Harris announced 

that George Bronk was sentenced to four years and 

eight months in state prison for stalking women on 

Facebook. Bronk pled guilty to seven felonies, in-

cluding computer intrusion, false impersonation and 

possession of child pornography.  Upon release he 

will have to register as a sex offender.  Bronk ac-

cessed email accounts and Facebook pages of peo-

ple in 17 states, as well as England. He found an-

swers to email security questions in information 

posted on Facebook sites and would then search the 

victim’s email folder for nude or semi-nude videos 

and photographs, which he often sent to the victim’s 

entire email address book and posted to the victim’s 

Facebook page and other Internet sites.  He also 

accessed Facebook accounts through the ―Forgot 

Your Password,‖ link, asking for a new password to 

be sent to the victim’s email account which he con-

trolled.  The investigation began after a victim con-

tacted the Connecticut State Police, which in turn 

contacted California Highway Patrol (CHP) because 

the suspect appeared to be there.  A search warrant 

was executed on his home, finding more than 170 

files containing explicit photographs.  Attorney Gen-

eral Harris’ Office and CHP used location tagging 

information from the photographs to identify victims 

and emailed 3,200 questionnaires to potential vic-

tims asking them to come forward. 

 

 

 

COLORADO 

 Attorney General John Suthers announced 

that Dallas Cardenas was sentenced to eight years 

in prison following conviction for trafficking a child.  

A jury convicted Cardenas of trafficking a child, 

pimping, pimping of a child and two related charges.  

According to the indictment, Cardenas trafficked a 

17-year-old female and pimped another, forcing 

them to participate in prostitution.  Cardenas had 

sexually suggestive Craigslist ads posted and co-

erced the two victims who responded.  This was the 

first conviction under the state’s human trafficking 

law.  Attorney General Suthers’ Office obtained the 

indictment and prosecuted the cases with assis-

tance from the Denver and Lakewood Police Depart-

ments and the Jefferson County District Attorney’s 

Office.          

 

CONNECTICUT 

 Attorney General George Jepson wrote to the 

chief executive of Groupon, Inc., asking for an expla-

nation of the terms under which Groupons are sold 

to and redeemed by consumers, the amount of reve-

nue those sales generate in Connecticut and infor-

mation on how frequently expiration dates are im-

posed on the sale of goods and services at a dis-

count.  Attorney General Jepson’s letter was in re-

sponse to concerns that the expiration dates im-

posed on some discount offers sold to Connecticut 

consumers may violate state law pertaining to gift 

certificates.  The issue is being handled by Assistant 

Attorneys General Jeremy Pearlman and Jeffrey Ze-

man.     

DELAWARE 

 Attorney General Beau Biden’s Office held a 

two-day training course for police officers from 15 

agencies across the state to enhance their ability to 

investigate technology-assisted crimes against chil-

dren.  The training, which was funded by a federal 

COPS grant, was attended by approximately 50 po-
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lice officers.  It featured nationally-renowned in-

structors who taught the officers how to more effec-

tively coordinate their investigations with the high 

tech work of the Delaware Child Predator Task 

Force.    

GEORGIA 

 Attorney General Sam Olens announced that 

Faiz Al-Khayyal, a former Georgia Tech professor, 

has been indicted for allegedly possessing images 

of child pornography.  An investigation found these 

images in both his Georgia Tech office and on his 

Georgia Tech-issued laptop computer, which was 

seized at the airport.  A Fulton County Grand Jury 

returned a 172-count indictment against him, and a 

Clayton County Grant Jury returned a 29-count in-

dictment, both for Sexual Exploitation of Children.  

Assistant Attorney General Laura Pfister is prosecut-

ing the case.  The Georgia Bureau of Investigation, 

led by Agent Vaughn Estes, conducted the investiga-

tion.   

 

ILLINOIS 

 Attorney General Lisa Madigan’s investiga-

tors arrested David Zalewski and David Finley as 

part of Attorney General Madigan’s ―Operation Glass 

House,‖ a statewide crackdown on traffickers of 

online child pornography.  The Will County Sheriff’s 

Office assisted with Zalewski’s arrest after executing 

a search warrant at his residence.  Computers and 

media containing evidence of alleged child pornog-

raphy were recovered, and Zalewski was charged 

with Distribution of Child Pornography, a Class 2 fel-

ony punishable by three to seven years imprison-

ment.  The Will County State’s Attorney’s Office will 

prosecute the case.  The Sangamon County Sheriff’s 

Office assisted in Finley’s arrest after a search war-

rant executed at his residence revealed evidence of 

alleged child pornography on computers and media.  

Finley is charged with Distribution of Aggravated 

Child Pornography, a Class X felony punishable by 

six to 30 years imprisonment, and Possession of Ag-

gravated Child Pornography, a Class 2 felony.        

 

INDIANA 

 Attorney General Greg Zoeller’s Office 

reached a settlement with health insurer WellPoint 

Inc., resolving a lawsuit over a data breach in which 

the personal information of thousands of WellPoint 

customers was potentially accessible via the Inter-

net.  The data breach occurred when applications 

for individual insurance policies submitted to Well-

point, which contained social security numbers, fi-

nancial information and health records, were poten-

tially accessible through an unsecured web site, in-

cluding those of 32,051 residents of Indiana.  Al-

though WellPoint notified consumers of the data 

breach, it failed to simultaneously notify Attorney 

General Zoeller’s Office, as required by law.  Attor-

ney General Zoeller’s Office filed suit, alleging viola-

tions of the state Disclosure of Security Breach Act 

and seeking an injunction and civil penalties.  Under 

the settlement, Wellpoint will: 1) pay $100,000 to 

the State, which Attorney General Zoeller’s Office 

can use in the Consumer Assistance Fund; 2) com-

ply with the Disclosure of Security Breach Act: 3) ad-

mit that Wellpoint had a security breach and failed 

to properly notify Attorney General Zoeller’s Office; 

4) Provide up to two years of credit monitoring and 

identity theft protection services to affected Indiana 

consumers; and 5) provide reimbursement of up to 

$50,000 to any consumer for losses resulting from 

the breach.      

 

KANSAS 

 Attorney  General Derek Schmidt announced 

that the U.S. Department of Justice has approved 

upgrades to the Kansas online sex offender registry.  

The Department’s Office of Sex Offender Sentenc-

ing, Monitoring, Apprehending, Registering and 

Tracking has determined that the state has 
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―substantially implemented the provisions of the Sex 

Offender Registration and Notification Act (SORNA).‖    

 

KENTUCKY 

 Attorney General Jack Conway announced 

that Jeremiah Oldham entered a guilty plea to pos-

session of child pornography following an investiga-

tion by Attorney General Conway’s Cybercrimes Unit 

and a grand jury indictment.  A forensic examination 

of Oldham’s computer and external hard drive re-

vealed numerous images of child pornography.  Old-

ham faces a maximum term of 10 years in prison, a 

term of supervised release for at least five years and 

up to life and a maximum fine of $250,000.  The 

case was prosecuted by Assistant U.S. Attorney A. 

Spencer McKiness.   

 

LOUISIANA 

 Attorney General Buddy Caldwell’s High Tech-

nology Crime Unit arrested Blaine Granier, who is 

charged with pornography involving juveniles.  The 

arrest resulted from a joint investigation involving 

the Unit, the Baton Rouge City Constable’s Office 

and the Terrebonne Parish and St. Charles Parish 

Sheriff’s Offices.  If convicted, Granier could face up 

to 10 years in prison and would be required to regis-

ter as a sex offender.    

MARYLAND 

 Attorney General Douglas Gansler’s  Con-

sumer Protection Division resolved an investigation 

of peer-to-peer file-sharing software LimeWire over 

allegations that several versions of the software 

contained features that made consumers vulnerable 

to the inadvertent sharing of private information on 

their home computers.  The software potentially 

compromised consumers’ Social Security numbers, 

tax and health records and private family documents 

and media files.  The Division also alleged that the 

makers of LimeWire failed to adequately warn con-

sumers about these risks.  Under the settlement, 

Lime Group, LLC, Lime Wire, LLC and their former 

owner, Mark Gorton, agreed to provide notice to 

Maryland consumers explaining that file-sharing 

software, products and services often contain a risk 

that private or sensitive information contained on 

the computers of users may be inadvertently ex-

posed.  The software makers also agreed to use 

best efforts to prevent future file-sharing products 

from containing such features that may put privacy 

at risk and to deploy other features, such as pre-

sharing warnings and sensitive file extension 

checks, which reduce or prevent inadvertent file 

sharing..      

 

MASSACHUSETTS 

 Attorney General Martha Coakley announced 

that a grand jury returned indictments against Jose 

Guzman for allegedly possessing child pornography 

and distributing the material over a file-sharing net-

work.  Guzman was indicted on two counts of Distri-

bution or Possession of Obscene Matter, two counts 

of Dissemination of Child Pornography and one 

count of Possession of Child Pornography.  Guzman 

was arrested by State Police assigned to Attorney 

General Coakley’s Office,  A search warrant was exe-

cuted at his residence, where numerous videos of 

alleged child pornography were found.  The case is 

being prosecuted by Assistant Attorney General Julie 

Ross of Attorney General Coakley’s Cyber Crime Divi-

sion and was investigated by State Police assigned 

to Attorney General Coakley’s Office and investiga-

tors from Attorney General Coakley’s Computer Fo-

rensics Lab.     

 

MICHIGAN 

 Attorney General Bill Schuette filed 15 crimi-

nal charges against Michael Kremski and Robert 

Murray, who allegedly served as the ringleaders of 

an illegal video poker operation in bars around Flint.  



CYBERCRIME NEWSLETTER  JULY-AUGUST 2011 

7 

The charges are the culmination of an ongoing in-

vestigation by Attorney General Schuette’s Office, 

the State Police and the Michigan Gaming Control 

Board and previously resulted in criminal charges 

against 35 other defendants.  Kremski allegedly ex-

panded the operations of his vending machine com-

pany, Advanced Coin, to include the sale and distri-

bution of illegal video poker machines to the bars.  

He also allegedly instructed bar owners on running 

an illegal gambling operation, including paying win-

nings only to patrons the bar owner knew, appar-

ently an effort to avoid detection by law enforce-

ment.  Kremski assisted bar owners with cash flow 

by providing money for large jackpots.  His em-

ployee, Robert Murray, allegedly played the role of 

―runner,‖ traveling from bar to bar, collecting cash 

from the machines and splitting the proceeds 50-50 

with bar owners.  The men were each charged with 

one count of Conducting Criminal Enterprises, a fel-

ony punishable by up to 20 years in prison and a 

$100,000 fine, and 14 counts of Conducting Illegal 

Gambling Operations, a felony punishable by up to 

10 years in prison and a $100,000 fine.        

 

MISSISSIPPI 

 Attorney General Jim Hood’s Internet Crimes 

Against Children (ICAC) Task Force investigators ar-

rested Roger Washington at his home and charged 

him with five counts of possession of child pornogra-

phy.  The Monroe County Sheriff’s Office assisted 

with the arrest.  If convicted, Washington faces up to 

40 years in prison on each count.          

 

MISSOURI 

 Attorney General Chris Koster announced 

plans to host a summit in October focusing on elec-

tronic communications security and privacy.  Sum-

mit participants will take testimony from law en-

forcement, advocacy groups and citizens in order to 

review current laws on such issues as phone hack-

ing, email privacy, identify theft and unauthorized 

GPS tracking.    

 

NEW JERSEY 

 Attorney General Paula Dow joined Criminal 

Justice Director Stephen Taylor to announce that 

James Haspel, a former detective with 25 years on 

the police force, pleaded guilty to a charge that he 

solicited a nude photo online from a person he be-

lieved was a 13-year-old girl.  In reality, the person 

was an undercover detective of the State Police Digi-

tal Technology Investigations Unit. Specifically, the 

charge was second degree attempted endangering 

the welfare of a child.  Haspel admitted that his 

communications occurred while on duty at police 

headquarters using a computer designated for offi-

cial police business.  He also admitted transmitting 

lewd Webcam videos of himself. Under the plea 

agreement, the State will recommend that Haspel be 

sentenced to seven years in state prison.  He must 

also register as a sex offender, forfeit his job as a 

police officer and will be permanently barred from 

public employment.  Deputy Attorney General Ken-

neth Sharpe took the guilty plea for Attorney General 

Dow’s Division of Criminal Justice Financial and 

Computer Crimes Bureau.  The plea resulted from an 

investigation by Detectives Gregory Godish and Mi-

chelle Goncalves of the Police Department Unit and 

Deputy Attorney General Sharpe.               

NEW MEXICO 

 Attorney General Gary King announced that 

Gabriel Ashley was sentenced to nine years in prison 

on Possession of Child Pornography and Criminal 

Sexual Contact of a Minor charges.  Attorney Gen-

eral King’s Internet Crimes Against Children (ICAC) 

Task Force and the McKinley County Sheriff’s Office, 

an ICAC member, worked together after receiving a 

tip that Ashley had child sexual abuse files on his 

computer at his residence.  After the initial search, 

Ashley confessed to sexually assaulting an underage 
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child.  Attorney General King’s Prosecutions Division 

attorneys and the McKinley County District Attor-

ney’s Office prosecuted the case together.  Upon 

release, Ashley will be required to register as a sex 

offender and serve five to 20 years probation.   

 

OHIO 

 Attorney General Mike DeWine filed lawsuits 

against Nicholas Lamb and Robert White, who are 

accused of running a craigslist scam offering video 

game systems, video games, phones and phone 

cards for sale.  According to the lawsuits, the men 

offered PlayStation 3 (PS3) systems, PS3 games, 

Boost mobile phones and phone cards via craigslist 

posts that primarily targeted out-of-state consumers.  

They usually requested payment through a wire 

transfer service, such as Western Union or Money-

Gram, but after payment was received, they did not 

deliver the products and did not provide refunds.  

Attorney General DeWine’s Office received 29 con-

sumer complaints against Lamb and 27 against 

White to date.  Craigslist is providing a direct link on 

its web site to Attorney General DeWine’s Office for 

consumers to report scams.  The lawsuits charge 

Lamb and White with multiple violations of the state 

Consumer Sales Practices Act, including failure to 

deliver and advertising products without having pos-

session of the products.  Attorney General DeWine is 

seeking injunctive relief, civil penalties and full resti-

tution for consumers.   

OREGON 

 Attorney General John Kroger announced 

that a grand jury indicted Douglas Chandler on child 

pornography charges.  Specifically, Chandler is 

charged with five counts each of Encouraging Child 

Sexual Abuse in the First Degree and Encouraging 

Child Sexual Abuse in the Second Degree.  Special 

Agents from Attorney General Kroger’s Internet 

Crimes Against Children (ICAC) Task Force, with as-

sistance from the Oregon State Police and Tillamook 

County Sheriff’s Office, had previously served a 

search warrant on Chandler’s residence.  The case 

is being prosecuted by Senior Assistant Attorney 

General Rachel Bridges.    

 

PENNSYLVANIA 

 Attorney General Linda Kelly’s agents ar-

rested three people following an investigation into 

the possession and dissemination of lewd and por-

nographic images allegedly taken in 2007 in a high 

school locker room. Arrested were John Driesch, 

Aaron Shingleton and Robin Raley.  Driesch, who in 

2007 was the football team’s equipment manager, 

allegedly took photos with his cell phone of unsus-

pecting male athletes in the shower, stored them, 

and in 2011 emailed them to the individuals in the 

photos.  Former classmates Shingleton and Raley 

hacked into Driesch’s email account, found the pho-

tos, allegedly compiled a list of the email addresses 

of the individuals in the photos and emailed the 

photos to them.  Agents executed a search warrant 

on Driesch’s home and recovered the photos.  Dri-

esch and Shingleton are each charged with 10 

counts of sexual abuse of children (related to crea-

tion of the images), second-degree felonies each 

punishable by up to 10 years in prison and $25,000 

fines; 28 counts of sexual abuse of children (related 

to possession) and three counts of criminal use of a 

communications facility, each third-degree felonies 

punishable by up to seven years in prison and 

$15,000 fines.  Raley is charged with the same 

number of counts of second-degree sexual abuse of 

children and one count each of third-degree sexual 

abuse of children, criminal use of a communications 

facility and criminal use of a computer and other 

computer crimes, the latter also being a third-

degree felony.  The Beaver County District Attorney’s 

Office and detectives and the State Police partici-

pated in the investigation.  Senior Deputy Attorney 

General William Caye II of Attorney General Kelly’s 

Bureau of Criminal Investigations will prosecute the 
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case.       

      

RHODE  ISLAND  

 Attorney General Peter Kilmartin announced 

that Richard Gray pleaded nolo contendre to two 

counts of second degree child molestation and one 

count of possession of child pornography.  Gray was 

sentenced to 20 years, with eight years to serve and 

the remainder suspended with probation, on each 

count of molestation, sentences to run concurrent.  

He was sentenced to five years on the child pornog-

raphy charge, with sentence to run concurrent. Gray 

was arrested by the Burrillville Police Department 

for possession of child pornography following an in-

vestigation that began when a Burrillville Library em-

ployee contacted the police after witnessing Gray 

using the public computer system for inappropriate 

communication with what appeared to be a minor.  

The police seized Gray’s personal computer from his 

residence, and a subsequent forensic analysis by an 

expert from the New England State Police Informa-

tion Network revealed child pornography images on 

the hard drive.  During the investigation, an adult 

relative of Gray informed police that Gray had mo-

lested him several times when he was a minor.  Po-

lice Department Detective Guy Riendeau led the in-

vestigation, and Assistant Attorney General Ronald 

Gendron handled the case.   

 

 

SOUTH CAROLINA 

 Attorney General Alan Wilson announced the 

arrest of Joshua Payne in an Internet predator case 

by the Laurens County Sheriff’s Office, a member of 

Attorney General Wilson’s Internet Crimes Against 

Children (ICAC) Task Force.  Arrest warrants allege 

that Payne solicited sex on the Internet from an indi-

vidual he believed to be a 12-year-old daughter of a 

co-worker and also emailed the child nude photos of 

himself as well as links to pornographic websites.  

The girl’s father discovered evidence of the crimes 

on her computer and notified authorities.  Payne is 

charged with one count of Criminal Solicitation of a 

Minor and seven counts of Dissemination of Ob-

scene Material, felony offenses each punishable by 

up to 10 years imprisonment on each count.  The 

case will be prosecuted by Attorney General Wilson’s 

Office.      

 

TEXAS 

 Attorney General Greg Abbott’s Cyber Crimes 

Unit arrested  John Moore, a lawyer, for possession 

of child pornography.  The National Center for Miss-

ing and Exploited Children referred the case to the 

Unit after receiving a CyberTip, which indicated im-

ages of child pornography were illegally uploaded to 

the Internet.  After investigating the illegal images, 

the Unit executed a search warrant at Moore’s resi-

dence where they discovered child pornography on a 

desktop computer.  Moore faces two to 10 years in 

prison and up to a $10,000 fine.  The Travis County 

District Attorney’s Office will prosecute the case.        

 

VERMONT 

 Attorney General William Sorrell announced 

that David Lang was charged with three felony 

counts of Possession of Child Pornography.  Each 

count carries a possible prison term of up to five 

years.  The charges resulted from a shared investi-

gation between the Burlington and South Burlington 

Police Departments and the Vermont Internet 

Crimes Against Children (ICAC) Task Force.  The affi-

davit filed with the court alleges that Lang obtained 

child pornography over the Internet using peer-to-

peer file-sharing programs.     
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VIRGINIA 

 Attorney General Ken Cuccinelli and the De-

partment of Criminal Justice Services (DCJS) hosted 

the Commonwealth’s first all-day training seminar on 

human trafficking.  Teams comprised of a detective, 

a prosecutor and a victim-witness coordinator from 

jurisdictions across the Commonwealth were paired 

up and trained on how to define trafficking, identify 

victims and target the traffickers.  The seminar also 

presented information on current Virginia trafficking 

laws and provided attorneys with prosecution strate-

gies.  Presentations were given by law enforcement 

officers and attorneys from both the U.S. Depart-

ment of Justice and Attorney General Cuccinelli’s 

Office.  Representatives from the Polaris Project, a 

national anti-human trafficking advocacy group, also 

spoke on the role of nonprofit organizations in pro-

viding victim services and on Virginia resources for 

victims.          

 

UTAH 

 Attorney General Mark Shurtleff’s SECURE 

Strike Force arrested four people and seized more 

than 5,000 counterfeit movie and music discs worth 

more than $70,000.  Force agents also seized 

fraudulent government identification cards from the 

suspects, who were identified as undocumented 

aliens.  The Strike Force, in partnership with the Re-

cording Industry of America, the FBI, the Immigration 

and Customs Enforcement/Enforcement and Re-

moval Operations, the Department of Public Safety 

and the Park City Police Department arrested Diego 

and Gregorio Perez-Gonzalez and Zaul and Osvaldo 

Perez-Paredes  at two homes on charges related to 

piracy and racketeering.       

 

 

 

IN THE COURTS 

CONSENT SEARCH: COMPUTER 

SEARCH FOR NARCOTICS RECORDS 

United States v. Lucas, 640 F.3d 168 (May 11, 

2011).  The Sixth Circuit affirmed a conviction for 

possession of child pornography found on defen-

dant’s computer during a consent search to find re-

cords related to narcotics. Alexander Lucas was sus-

pected of possession of marijuana. Police obtained 

a signed consent form from Lucas to search his 

house. After learning that he used the Internet to 

get information on growing marijuana and finding 

computer printouts near the computer, law enforce-

ment began a search of his computer and soon 

found child pornography. Lucas then signed a sec-

ond consent form specifically for the search of his 

computer and at no time objected. In his appeal, 

Lucas argued that the search of the computer went 

beyond the scope of his consent. However, the court 

cited a multitude of cases holding otherwise. Be-

cause Lucas admitted to using the computer to find 

information related to marijuana and possessed 

computer printouts, the search of the computer was 

proper. Therefore, the Sixth Circuit Court of Appeals 

affirmed the trial court’s decision. 

 

SCA: STATE JURISDICTION REQUIRE-

MENTS FOR WARRANTS 

Hubbard v. MySpace, 2011 U.S. Dist. LEXIS 

58249 (June 1, 2011).  The District Court for the 

Southern District of New York considered the juris-

dictional requirements for state magistrates to issue 

warrants for information under the Stored Communi-

cations Act.  Cory Hubbard and others sued 

MySpace in this class action lawsuit, arguing that 

the social networking site improperly released his 

and others’ information to law enforcement. The 

court considered whether a state magistrate had 

authority to issue the search warrant for Hubbard’s 
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information based on the magistrate’s jurisdiction 

over the offense and territory. On the issue of juris-

diction over the offense, the court held that since 

federal magistrates are often able to issue search 

warrants even when they will not be able to preside 

over the case, state magistrates should have the 

same authority since the SCA allows for an 

―equivalent state warrant.‖  With regard to territorial 

jurisdiction, the court found that since federal mag-

istrates have the power to issue extraterritorial war-

rants for purposes of the SCA, state magistrates 

should be allowed the same power. Therefore, the 

issuance of a search warrant by a Georgia magis-

trate to acquire California-based MySpace’s records 

was proper, and MySpace’s motion to dismiss was 

granted. 

 

SUBSCRIBER INFORMATION: NO EX-

PECTATION OF PRIVACY 

State v. Melo, 2011 N.H. LEXIS 77 (May 26, 

2011).  The New Hampshire Supreme Court af-

firmed a conviction for delivery of child pornography 

after the defendant argued that the search warrant 

was defective and could not be used to obtain sub-

scriber information. An officer found child pornogra-

phy on a social networking site and obtained a 

search warrant for subscriber information. The activ-

ity was tracked to James Mello, who was later con-

victed of delivery of child pornography. On appeal, 

Mello argued that the search warrant was not prop-

erly issued because the ISP was an out-of-state cor-

poration, and the issuing court did not have proper 

jurisdiction. The court agreed that the warrant was 

not properly issued. However, they held that no real 

search occurred because there is no reasonable ex-

pectation of privacy in subscriber information. 

Therefore, the Supreme Court affirmed the trial 

court’s decision. 

 

FOURTH AMENDMENT: AIT (FULL-

BODY) SCANNERS 

Elec. Privacy Info. Ctr. v. United States Dep't of 

Homeland Security, 2011 U.S. App. LEXIS 14503 

(July 15, 2011).  The D.C. Court of Appeals ruled 

that AIT scanners (full-body scanners) used for air-

line passengers do not violate the Fourth Amend-

ment. The Electronic Privacy Information Center ar-

gued that the search is more invasive than neces-

sary, a violation of Fourth Amendment precedent. 

However, because the search is an administrative 

search, reasonableness is determined by evaluating 

the privacy intrusion against the government’s inter-

est. The court held that the government’s interests 

prevailed.  However, the court did find that the De-

partment of Homeland Security (DHS) improperly 

instituted the scanners because they did not allow 

for the required notice and comment period. None-

theless, the court did not vacate the rule because 

doing so would greatly disrupt an essential security 

operation, and the scanners are otherwise legal. 

Therefore, the Court of Appeals granted review with 

regard to the notice and comment period, but did 

not grant review on the issue of whether the scan-

ners violate Fourth Amendment rights. 

 

PROBABLE CAUSE: NEXUS BETWEEN 

ACT AND PLACE TO BE SEARCHED 

State v. Bennett, 2011 Ohio 961 (March 4, 

2011).  The Ohio Court of Appeals affirmed a convic-

tion of illegal use of a minor in nudity-oriented mate-

rial or performance. Adam Bennett was convicted 

after child pornography was found in his home. Law 

enforcement discovered that he possessed the im-

ages after finding him on a file sharing program. 

They obtained his IP address and tracked it to his 

home. However, by the time they obtained the 

search warrant, Bennett had moved, and the search 

warrant was issued accordingly. On appeal, Bennett 

argued that probable cause did not exist because 

there was not a reasonable nexus between the act 

and the new location. However, the court found oth-
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erwise. Therefore, the Ohio Court of Appeals upheld 

the judgment of the lower court. 

 

FOURTH AMENDMENT: CELL PHONE 

SEARCH INCIDENT TO ARREST 

Fawdry v. State, 2011 Fla. App. LEXIS 6756 (Fl. 

App. 1 Dist. May 13, 2011).  The Florida Court of 

Appeal, First District, found that the search of defen-

dant’s cell phone incident to his arrest was not a 

violation of the Fourth Amendment, but certified the 

question as a matter of great public importance.  

Police arrested Jeffrey Fawdry pursuant to an unre-

lated warrant and found a cell phone in his posses-

sion.  On opening the phone, an officer discovered 

that the wallpaper behind the main menu was a 

photo of an erotically-posed underage female.  Since 

Fawdry was being arrested on charges of sexual bat-

tery of a child, the officer believed that further in-

quiry was warranted and searched the media files 

on the phone, finding child pornography images.  

Fawdry was charged with possession of photographs 

depicting sexual performance by a child.  His motion 

to suppress the images was denied, and he entered 

a no contest plea.  Fawdry then appealed, arguing 

that the search of his cell phone was improper as a 

search incident to arrest.  The appellate court said 

that for purposes of a search incident to a lawful 

custodial arrest under the Fourth Amendment, a 

container included any object capable of holding 

another object.  The court found that Fawdry’s cell 

phone merely acted as a case or closed container 

containing these personal effects (i.e. the images).  

The court noted that those personal effects could 

have been searched incident to arrest if they were 

found in a case carried on Fawdry’s person or in 

Fawdry’s vehicle.  Accordingly, the court found that a 

search of a digital version of those personal effects 

was similarly permissible and affirmed the judg-

ment.  The court certified the following question:  

―Does the holding in U.S . v. Robinson, 414 U.S. 218 

(1973) allow a police officer to search through pho-

tographs contained within a cell phone which is on 

an arrestee’s person at the time of a valid arrest?‖                    

Ed. Note:  The case was handled by Assistant 

Attorney General Heather Ross in the Office of the 

Florida Attorney General.  

  

 

CYBER NEWS BRIEFS 

 

SPAM DOWN; PHISHING UP 

 Spam rates dropped 70.65 percent from 

May 2010 to May 2011, dropping a full 10 percent 

between April and May of this year, according to Sy-

mantec’s June 2011 ―State of Spam and Phishing 

Report.‖  That drop is diminished, however, by the 

fact that spam still accounted for 72.14 percent of 

all email sent this May, although still less than rates 

of more than 90 percent for the past three years. 

Phishing rates, however, increased by 6.67 per-

cent just for the period between April and May, and 

phishing websites built with automated toolkits in-

creased by 24.82 percent.  Additionally, the number 

of non-English phishing sites jumped 17.73 percent.  

According to Symantec, the U.S. generates the most 

spam at 29 percent, with India, Russia, Brazil and 

the Netherlands all tied for second at a distant five 

percent.  The U.S. also generated 44 percent of 

phishing lures, while Chile was second at 15 per-

cent.  Finally, 51 percent of phishing site hosting 

was done in the U.S., with Germany in second place 

at six percent.  The Report may be accessed at 

h t t p : / / w w w . s y m a n t e c . c o m / c o n t e n t / e n / u s /

e n t e r p r i s e / o t h e r _ r e s o u r c e s / b -

s t a t e _ o f _ s p a m _ a n d _ p h i s h i n g _ r e p o r t _ 0 6 -

2011.en.us.pdf. 

 

 

 

http://www.symantec.com/content/en/us/enterprise/other_resources/b-state_of_spam_and_phishing_report_06-2011.en.us.pdf
http://www.symantec.com/content/en/us/enterprise/other_resources/b-state_of_spam_and_phishing_report_06-2011.en.us.pdf
http://www.symantec.com/content/en/us/enterprise/other_resources/b-state_of_spam_and_phishing_report_06-2011.en.us.pdf
http://www.symantec.com/content/en/us/enterprise/other_resources/b-state_of_spam_and_phishing_report_06-2011.en.us.pdf
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EC STUDY:  HOW SOCIAL SITES TREAT 

MINORS   

 The European Commission published a study 

on how social networking sites treat minors in re-

sponse to a charter for self-regulation signed by 21 

social networking sites entitled the ―Safer Social 

Networking Principles.‖  The Commission examined 

14 sites:  Arto, Bebo, Facebook, Giovani.it, Hyves, 

MySpace, Nasza-klaza,pl, Netlog, One.lt, Rate.ee, 

SchulerVZ, IRC Galeria, Tuenti and Zap.lu.  The study 

found that nine sites (Arto, Bebo, Facebook, Giovani, 

Hyves, Netlog, One, Rate and SchulerVZ) explain 

their policies in a child-friendly way.  It also found 

that only four sites (Bebo, MySpace, Netlog and 

SchulerVZ) prevent minors from being sent mes-

sages by people outside of their list of pre-approved 

contacts.  Only Bebo and MySpace had default set-

tings to make minors’ profiles accessible only to 

their approved list of contacts.  Finally, the study 

found that 12 of the 14 sites (all except Rate and 

Zap) prevent search engines from finding minors.  A 

summary of the study can be accessed at http://

ec.europa.eu/information_soc iety/act iv i t ies/

social_networking/docs/final. 

 

CONNECTICUT APPROVES PILOT FOR 

CAMERAS IN COURT 

 Connecticut’s judiciary approved changes in 

court rules which would allow almost every civil or 

criminal trial, with the exclusion of cases involving 

sexual assault or juveniles, to be covered by video 

for broadcast. Video coverage will be at the discre-

tion of the trial judge and the judicial district’s ad-

ministrative judge. The Judicial Branch has partici-

pated in a pilot program with broadcasters for crimi-

nal trials and arraignments since 2008.  In 2009, 

video coverage was approved for one trial or ar-

raignment daily, but in the first four months of 

2011, 184 courtroom camera requests were 

granted.  Coverage of arraignments has been the 

most sought after, accounting for nine out of 10 re-

quests for cameras.  The new rules permit media 

organizations to submit camera requests by email to 

the Judicial Branch’s Office of External Affairs. 

 

Ed. Note:  Video coverage in courtrooms appears 

to be gaining momentum.  See our coverage of the 

pilot program for camera coverage in federal district 

courts in the May-June 2011 issue of this e-

newsletter. 

 

RECORD NUMBER OF IT COMPLAINTS 

FILED 

 A record 42 cases alleging intellectual prop-

erty (IT) infringement were filed at the U.S. Interna-

tional Trade Commission during the first six months 

of 2011.  If this pace continues during the rest of 

2011, it will be a 50 percent increase over 2010, 

which itself was a record year.  There were 56 cases 

filed in 2010, up more than 75 percent over 2009.  

The biggest spike this year came in June, when 14 

cases were filed, including:  Samsung Electronics 

suing Apple over iPhones, iPads and iPods; AU Op-

tronics suing Samsung and others over panel dis-

plays; Honeywell International suing Furuno Electric 

over GPS systems; and OSRAM GmbH suing LG Elec-

tronics over light-emitting diodes.  All of the infringe-

ment cases are being brought under Section 337 of 

the Tariff Act of 1930.  One of the reasons for the 

surge is that the suits often involve high tech prod-

ucts with short shelf lives, so the Commission’s 16 -

month average turnaround is crucial. 

 

MORE THAN 3100 WIRETAP APPLICA-

TIONS OK’D IN 2010 

 Last year federal judges approved 1,207 

wiretap applications, and state judges authorized 

1,987 applications, according to the Administrative 

Office of the U.S. Courts.  Historical data shows that 

applications are rarely denied, and only one was de-

nied in 2010.  Wiretap applications in California, 

http://ec.europa.eu/information_society/activities/social_networking/docs/final
http://ec.europa.eu/information_society/activities/social_networking/docs/final
http://ec.europa.eu/information_society/activities/social_networking/docs/final
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New York and New Jersey accounted for 68 percent 

of all state approvals. Drug investigations comprised 

the majority of the applications, accounting for 

2,675, or 84 percent of  applications.  Law enforce-

ment reported finding encryption in six wiretaps, but 

was able to access the information.  Wiretaps re-

ported as terminated by year end resulted in 4,700 

arrests and 800 convictions, according to the report.  

Additionally, 2,582 arrests and 2,504 convictions 

stemmed from wiretaps approved in previous years,  

The report can be accessed at http://

www.uscourts.gov/Stat ist ics/WiretapReports/

WiretapReport2010.aspx. 

 

NJ ATTORNEYS CAN ADVERTISE 

ONLINE 

 New Jersey lawyers can advertise on web-

sites, as long as the sites are not misleading, ac-

cording to advisory Opinion 43 issued by the Su-

preme Court of New Jersey Committee on Attorney 

Advertising on June 29.  The Committee also found 

that ethics rules do not prohibit lawyers from paying 

to advertise on the Internet on a per-contract or per-

lead basis.  Since the lawyers would be charged re-

gardless of whether it results in a new client, the 

charges would not be considered as referral fees.  

Advisory Opinion 43 may be accessed at http://

w w w . j u d i c i a r y . s t a t e . n j . u s / n o t i c e s / 2 0 1 1 /

n110629a.pdf. 

 

INDUSTRY GROUP LAUNCHES ANTI-

CYBERCRIME EFFORT 

 A consortium of eight companies launched 

an effort to provide training for law enforcement 

agencies in order to combat cybercrime.  Members 

of the group, called the International Cyber Security 

Protection Alliance (ICSPA), are McAfee, Cassidian, 

Trend Micro, Visa Eurpoe, Core Security Technolo-

gies, Yodel, Transactis and the Shop Direct Group.  

ICSPA will focus on countries where large numbers 

of cyber attacks originate, such as Russia, Ukraine, 

Brazil and China.  ICSPA will also work with acade-

mia to establish a standard by which law enforce-

ment officers could be accredited for learning cyber-

crime fighting skills.  It will additionally seek to pro-

mote information sharing between entities that col-

lect data on cybercrime and to develop best prac-

tices within the industry.  ICSPA has secured a part-

nership with Europol, a pan-American law enforce-

ment organization that investigates organized crime 

and terrorism, and the two organizations will work 

together to harmonize their training efforts.   

 

COPYRIGHT ALERT SYSTEM UNDER-

WAY   

 A coalition of copyright holders and ISPs has 

enrolled in the ―Copyright Alert System,‖ which will 

provide notices to consumers if their ISP suspects 

illegal downloading.  Many ISPs already issue warn-

ings to users if questionable behavior is detected, 

but the new system is intended to provide a stan-

dardized method that all ISPs will use.  With the sys-

tem, users will get a notice if they are suspected of 

illegal downloading.  If they ignore the notice, the 

ISP may use pop-ups or redirection to special web 

sites that display the alert.  If that is also ignored, 

the ISP will resort to ―mitigation measures,‖ which 

could include throttling or permanent re-direction to 

a warning page until contact is established.  Users 

can request an independent review before 

―mitigation measures‖ are taken for $35. Participat-

ing ISPs include AT&T, Cablevision, Comcast, Time 

Warner Cable and Verizon.  The effort is also sup-

ported by the Recording Industry Association of 

America and the Motion Picture Association of Amer-

ica, as well as small and independent studios and 

labels.       

 

 

 

http://www.uscourts.gov/Statistics/WiretapReports/WiretapReport2010.aspx
http://www.uscourts.gov/Statistics/WiretapReports/WiretapReport2010.aspx
http://www.uscourts.gov/Statistics/WiretapReports/WiretapReport2010.aspx
http://www.judiciary.state.nj.us/notices/2011/n110629a.pdf
http://www.judiciary.state.nj.us/notices/2011/n110629a.pdf
http://www.judiciary.state.nj.us/notices/2011/n110629a.pdf
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RESEARCH:  ANDROID APPS LEAK PER-

SONAL DATA 

 A study of 10,000 Android apps conducted 

by computer security firm Dasient found that more 

than 800 of the apps might be compromising a 

user’s personal data.  Additionally, the researchers 

found that 11 of the apps were sending potentially 

unwanted SMS messages to smartphones – the mo-

bile version of spam.  Dasient found many instances 

of malware in the apps that attempt to take control 

of the device at the root level and spread to other 

devices.  In addition, Dasient also showed that mo-

bile malware can be delivered through drive-by 

downloads from legitimate applications.  Although 

the drive-by downloads seen so far have often 

crashed the browser interface, Dasient warns that 

attackers will soon have better methods.   

 

REPORT:  IT ROLE EXPANDS TO PER-

SONAL DEVICES  

 Employees are bringing personal devices into 

the office at an increasing rate, according to a report 

issued by the Unisys Corporation.  The study found 

that 40 percent of the devices used to access busi-

ness applications are personally owned, 10 percent-

age points higher than last year.  The study also 

found that 20 percent of organizations surveyed 

used Facebook and MySpace for business purposes, 

compared with only eight percent in 2010.  Addition-

ally, 53 percent of employees surveyed said mobile 

devices such as laptops, smartphones and tablets 

were their most critical devices for doing work, com-

pared with 44 percent in 2010.       

However, there is a disconnect between employ-

ees using these devices and IT executives, as the 

survey noted that employees report using smart mo-

bile devices at twice the rate that IT executives be-

lieve to be the case. The same was true for use of 

social media, with 44 percent of employees noting 

they use social networks for customer communica-

tion and only 28 percent of employers believing they 

did.  When asked about the greatest barriers to ena-

bling employees to use personal devices at work, 83 

percent of IT respondents cited ―security concerns,‖ 

and 56 percent said ―viruses from social networks.‖   

 

RESEARCH:  TARGETED ATTACKS UP, 

MASS PHISHING DOWN 

 Cisco Systems released research showing a 

sharp decline in the number of mass spam and 

phishing attacks, but a rise in the use of targeted 

and more sophisticated phishing attacks that are 

more profitable for cyber criminals. The study first 

looked at cyber attacks that were promulgated 

through email, such as phishing attacks, when an 

email appears to be from a legitimate sender, such 

as a bank or retailer, but is fake and can steal per-

sonal information or install malware on the re-

ceiver’s computer.  This targeted version is known 

as ―spearphishing,‖ because it uses customization 

methods superior to those used in mass attacks and 

is likely to result in more people responding and be-

coming victimized.  Cyber criminals are using these 

more sophisticated and targeted scams because 

mass attacks are becoming less effective and there-

fore less profitable. 

 

SURVEY:  POINTS TO CONSIDER ON 

CLOUD COMPUTING 

 ―The ROI of Cloud Apps,‖ a survey released 

by Forrester, a technology research company, high-

lighted the benefits of adopting the cloud.  The sur-

vey noted that one of the benefits was faster time-to

-market speeds.  Forrester noted that many SaaS 

deployments take only days or weeks because Cloud 

solutions are ready to go, so users only need a login 

and an Internet connection to get started.  Another 

benefit was less need for IT support because the 

SaaS provider typically includes a help desk in the 

subscription.  Technical support needs are less 
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since the provider also does all the patching.  The 

next benefit discussed was easier upgrades.  The 

survey found that cloud users were able to access 

the new features and functionality faster than in an 

on-premises upgrade where it might often take years 

to fully complete.  The final benefit was better utili-

zation because businesses pay only for what they 

need, eliminating the shelfware problem typical of 

on-premise undertakings.     

 

STUDY:  COST OF CYBER CRIMES  

RISING  

The median cost of cyber crimes rose to $5.9 

million, up from $3.8 million in 2010, while the num-

ber of attacks rose by 44 percent, according to a 

study by the Ponemon Institute, a research group 

that studies Internet security.  The costs cited in-

clude expenditures on security experts and investi-

gations, loss of productivity, system software up-

grades and the value of stolen intellectual property.  

The most expensive cyber crimes were denial of ser-

vice, web-based attacks, malicious code and mali-

cious insiders.  The study also found that attacks 

are taking longer to resolve, taking an average of 18 

days, compared with an average of 14 days last 

year.  The attacks cost more as well, with an average 

of $415,000 per attack this year, compared with 

more than $247,000 in 2010.  The study, which 

looked at 50 large U.S. companies, is conducted 

each year to gauge the economic cost of cyber at-

tacks.  Three of those companies spent more than 

$29 million to resolve cyber attacks, and there was 

one successful cyber attack on each of the compa-

nies in the survey. 

 

LEGISLATIVE NEWS  
 

Use of Social Media 

 On August 5, California Governor Jerry Brown 

signed AB 141 into law, a bill that adds to jury ad-

monishments the duty not to conduct research or 

disseminate information.  It also requires a court to 

clearly explain that this admonishment applies to all 

forms of wireless or electronic communication.  The 

legislation is now Chapter 181 of the California 

Code.   

 

 On July 14, Missouri Governor Jay Nixon 

signed SB 54 into law, a bill that, among other 

things, requires all school districts to develop a writ-

ten policy on teacher-student and employee-student 

communications.  Teachers are not allowed to es-

tablish or use a work-related website unless it is 

available to school administrators and the child’s 

legal custodian or guardian.  Teachers also cannot 

have a nonwork-related website that allows exclu-

sive access with a current or former student.     

 

Child Pornography 

 On June 30, Senator Orrin Hatch (R-UT) intro-

duced S 1308, a bill that would require Internet ser-

vice providers to maintain a log of network ad-

dresses for each subscriber for a period of at least 

18 months. The bill prohibits financial facilitation of 

access to child pornography, provides for the issu-

ance of an administrative subpoena for the investi-

gation of unregistered sex offenders and amends 

the federal sentencing guidelines to provide an ad-

ditional penalty for sex trafficking of children.  The 

related House bill is HR 1981.  S 1308 has been 

referred to the Senate Committee on the Judiciary. 

 

 On July 28, the House Judiciary Committee 

passed HR 1981, a bill sponsored by Senator Lamar 

Smith (D-TX) which is the companion bill to S 1308.    

 

Cyber security 

 On July 21, the House Committee on Sci-

ence, Space and Technology passed  HR 2096, a bill 

sponsored by Representative Michael McCaul (R-TX) 

which would provide funding for cyber security re-

search and planning and a scholarship program for 



CYBERCRIME NEWSLETTER  JULY-AUGUST 2011 

17 

university students seeking degrees in cyber secu-

rity. The bill has been ordered to be reported by 

voice vote in the House Committee on Science, 

Space, and Technology. 

 

Data Security 

 On July 18, Representative Mary Bono Mack 

(R-CA) introduced HR 2577, a bill which seeks to 

create national standards for data security and 

breach notification. It would require anyone involved 

in interstate commerce that possesses personally 

identifiable information to create a security policy, 

appoint an information security manager and de-

velop action plans. It would also require companies 

to notify the Federal Trade Commission (FTC) within 

48 hours of a data breach. The bill has been re-

ferred to the House Committee on Energy and Com-

merce. 
 

 

HELPFUL PUBLICATIONS, 

SITES 
 

Justice-related Programs 

The Office of Justice Programs (OJP) launched 

CrimeSolutions.gov, a resource to help practitioners 

and policymakers understand what works in justice-

related programs and practices.  The website in-

cludes information on 125 justice-related programs 

and assigns ―evidence ratings‖ to indicate whether 

there is evidence from research that a program 

achieves its goals. 

 

Child Identity Theft   

―Stolen Futures: A Snapshot of Child Identity 

Theft‖ illustrates the issue of child identity theft and 

identifies key challenges.  The article was written by 

Jaimee Napp and Bethany Case, visiting fellows at 

the Office of Victims of Crime (OVC) and specialists 

in financial fraud and child abuse, respectively.  The 

article may be accessed at http://www.ovc.gov/

odftxt/Article_ChildIDTheftSnapshot.pdf. 

 

Identity Theft Victims 

This Statement of Rights for Identity Theft Vic-

tims brochure provides detailed information about 

working with credit reporting companies and com-

municating with debt collectors, in addition to pro-

viding limits on financial liability.  It can be accessed 

at http://www.ovc.gov/pdftxt/IDTrightsbooklet.pdf. 

 

Criminology  

The Center for Evidence-Based Policy released 

its biannual magazine, ―Translational Criminology.‖  

It may be accessed at http://gemini.gmu.edu/

cebcp/TranslationalCrimSummer11.pdf. 

     

 

 

 

 

 

 

 

http://www.ovc.gov/odftxt/Article_ChildIDTheftSnapshot.pdf
http://www.ovc.gov/odftxt/Article_ChildIDTheftSnapshot.pdf
http://www.ovc.gov/pdftxt/IDTrightsbooklet.pdf
http://gemini.gmu.edu/cebcp/TranslationalCrimSummer11.pdf
http://gemini.gmu.edu/cebcp/TranslationalCrimSummer11.pdf
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NATIONAL ATTORNEYS GENERAL TRAINING & RESEARCH INSTITUTE (NAGTRI)/ 

NATIONAL CENTER FOR JUSTICE AND THE RULE OF LAW (NCJRL) 

 

SEARCH AND SEIZURE OF COMPUTERS AND ELECTRONIC EVIDENCE 

CONFERENCE AGENDA 

 

NOVEMBER 15-17, 2011 

UNIVERSITY OF MISSISSIPPI SCHOOL OF LAW 

 

AGENDA 

 

 

Tuesday, November 15 

 

8:00-8:50 Welcome & Introduction to Fourth Amendment Framework   

        

9:00-10:50 Digital Evidence Locations and Computer Forensics, parts 1 & 2 

   

11:00-12:00  Fourth Amendment Applicability:  Expectations of Privacy "Inside the Box" 

   

12:00-1:00 Lunch 

 

1:00-1:50 Fourth Amendment Applicability: Private Searches  

   

2:00-2:50 Warrants for Digital Evidence 

 

3:00-4:30 Fourth Amendment Satisfaction: Competing Views of the Nature of Digital Evidence Searches  

 (includes plain view, overview of execution issues) 

   

 

Wednesday, November 16 

 

8:00-9:30     Warrantless Searches and Seizures: Consent; Search Incident to Arrest; Probable Cause 

 based Vehicle Searches 

  

9:45-11:00  Outside the Box:  Internet and Network and Technology   

   

11:10-12:00 Legal Framework Regulating Outside the Box Investigations  
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12:00-1:00 Lunch 

 

1:00-1:50 Putting it all together:  Legal Framework of Typical Investigations Involving Digital Evidence  

 

2:00-3:15 Technology Framework–Tracking Technologies:  Cell phones; Beepers; GPS; Cell Site  

 Information    

   

3:30-4:30 Legal Framework–Tracking Technologies:  Cell phones; Beepers; GPS; Cell Site Information

      

4:30-4:45 Evaluations and Wrap Up 


